Name: ______________________________________        Class: ___________________________

Cyberbullying
Use the resources listed on the wiki to locate the answers to the following questions.  Also, while you’re researching your topic, write down some good rules about Internet safety and proper netiquette on the back of this sheet.
Define cyberbullying.  Give 3 examples.
Cyberbullying (aka electronic bullying or online social cruelty) is aggressive online behavior that is intended to hurt or embarrass another person, or make another person feel bad or unsafe.  This behavior is usually repeated over time.  It includes:

· Sending mean, vulgar, or threatening messages or images

· Posting sensitive or private photos or information about another person

· Pretending to be someone else in order to make that person look bad (impersonation)

· Intentionally excluding someone from an online group

· Spreading lies and rumors

· Tricking people into revealing personal information

· Sending or forwarding mean text messages

· Posting pictures of others without their consent 
How is cyberbullying different from other forms of bullying?

Cyberbullying can occur at anytime of the day or night; cyberbullying messages or images can be distributed quickly to a very wide audience.
Name two things you should do if you are being cyberbullied.

1. Don’t respond or retaliate – a reaction is what the cyberbully is looking for.  Don’t sink to their level.
2. Save the messages as evidence and show a trusted adult who can help

3. Block communication with the bully using privacy or preference tools
Name two things you can do to prevent cyberbullying.

1. Refuse to pass along cyberbullying messages (getting involved in gossip increases your risk of being bullied)
2. Tell friends to stop cyberbullying – let them know it’s not cool

3. Block communication with cyberbullies

4. Report cyberbullying to a trusted adult

5. Raise awarenesss of the cyberbullying problem in your community and speak with other students, teachers, and administrators to develop rules against cyberbullying

If someone sends you a mean or threatening message, explain why you shouldn't respond. What should you do instead?

You should not respond or retaliate to cuberbullying messages because a reaction is what the bully wants and will likely encourage the bully to continue or even escalate the situation.  Get help from a trusted adult if you feel threatened, save the evidence, and use privacy settings to block unwanted messages and contacts.  

“Fighting fire with fire just leaves everything burned.”
What are some possible consequences for those who cyberbully?

Suspension from school, being kicked of sports teams, criminal charges (breaking antidiscrimination or sexual harassment laws)
Who can you share your passwords with?

Your parents.  
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Netiquette
Use the resources listed on the wiki to locate the answers to the following questions.  Also, while you’re researching your topic, write down some good rules about Internet safety and proper netiquette on the back of this sheet.
Define netiquette.

‘Netiquette’ refers to the rules concerning proper behavior, communication, and interaction on the Internet.  It is a code of conduct for having good manners and treating others with common courtesy and respect.
What is the basic rule of netiquette?

Treat others how you would like to be treated.  (The “Golden Rule”)
You wouldn’t want someone to be rude to you, so don’t be rude to anyone else.

Name two things you should remember about being online that are related to netiquette.
1. Communicate clearly – humor isn’t always obvious, reread your messages before sending

2. Make messages easy to read and understand; stay relevant and be brief
3. Limit abbreviations and emoticons

4. Don’t flame – incite or provoke arguments by sending rude or offensive messages

5. Don’t send messages when you are angry – what you say online, can stay there forever!

6. Don’t’ respond to rude or threatening messages, leave a conversation if you are uncomfortable

7. Do not write in ALL CAPS – it’s the equivalent of shouting.

8. Don’t be a cyberbully

9. Respect other people’s privacy – do not forward personal emails without checking with the original sender first

What is a flamewar?

A flamewar is an online “shouting match” between 2 or 3 people.  It can include rude texts or threats, IMs, discussion group posts, when a few angry people send or post nasty messages to each other that are meant to hurt each other’s feelings; a series of angry, rude, or offensive emails, letters, or postings, (most of them from 2 or 3 people), directed toward each other, that can dominate the tone and destroy the camaraderie of a discussion group.
Why should you stay away from using all capital letters?
IT IS THE EQUIVALENT OF SHOUTING!
Why is it easy for there to be miscommunications in online conversations?

The written word is hard to interpret.  The absence of visual clues in online communication can lead to misunderstandings.  Humor (like sarcasm) does not translate well.  Emoticons can be used to convey feelings.
What is an emoticon (smiley) and why would you use one? Give at least 2 examples and explain what they mean.
An emoticon is an emotional indicator represented by a few keyboard symbols.  They can be used to help convey feeling, like when you are joking or mean something sarcastically.
· :-)       smile

· ;-)       wink

· :-D      laughing

· 0:-)     angel

· >:-(     angry

What should you do before forwarding personal emails to others?
Never forward personal emails without checking with the original sender first.
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Social Networking
Use the resources listed on the wiki to locate the answers to the following questions.  Also, while you’re researching your topic, write down some good rules about Internet safety and proper netiquette on the back of this sheet.
What is a social network website?
Social network websites are online gathering places where people can join online virtual communities and build relationships.  They can be used to meet and communicate with people over the Internet.  Some social network websites focus on special interests, like music, sports, politics, or colleges; some are safe fun places for kids to play games.

Give two examples of social network websites.
1. Facebook
2. MySpace

3. Bebo

4. Friendster

5. Ning

What is one benefit of social networking?

1. You can join groups of users with similar interests or hobbies (brings people with common interests together)
2. You can post messages or chat with friends
3. You can connect with peers and share ideas or coordinate activities

Who should you add as friends?

Only add online friends that you know in “real life”.
Why should you be careful about what types of photos you post? 
· What you post online can stay there forever!  Don’t share photos you wouldn’t want parents, teachers, future employers, or college admissions to see.

· Photos of yourself wearing a shirt with your school’s name, or that show your home address (the front of your house) can give away too much personal information and make you an easier target for online predators.
· Choose photos that you intend to post on the Internet wisely – don’t give away too much personal information and make sure they are “appropriate”.  Use an avatar or clipart if you’re uncomfortable posting photos of yourself.

What can you do to keep others from contacting you or looking at your information?
Use privacy settings within social networks to prevent unwanted viewers from seeing your profile (photos and personal information).  If your profile is set to “private”, unwanted contacts will not be able to view it without your permission.  
What specific information should you not post or give out?  Why?
Don’t post information online about yourself that you don’t want the whole world to know.  More people than you intended could end up seeing the information, including parents, teachers, future employers, police, and strangers – some of whom could be dangerous.  Do not post the following personal information:
· Phone numbers

· Address

· Name of your school

· Photos of yourself that are inappropriate or that show too much personal information (like school, address, sports team)

· Names, ages, phone numbers, school names, or addresses of your friends or parents

What should you do if someone is making you feel uncomfortable online?
If someone is making you feel uncomfortable online, tell your parents.  Unwanted or inappropriate messages should be reported to the social network site if they violate the site’s terms of service.
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Information Privacy
Use the resources listed on the wiki to locate the answers to the following questions.  Also, while you’re researching your topic, write down some good rules about Internet safety and proper netiquette on the back of this sheet.
Name 4 examples of private information that should not be posted or given out.

1. Full name
2. Address
3. Telephone numbers

4. School name

5. Names of parents or other family members

6. Credit card numbers

7. Social security numbers

8. Passwords

9. Friends’ personal information
When creating a screen name, what should you consider? Give examples of good and bad screen names for yourself.

Don’t give away too much personal information in a screen name (i.e. full name, address, age, school).  Use a combination of letters and numbers and don’t identify yourself as male or female.

· GOOD:  greenfrog55

· BAD:  SusieThompson14

If you ever get involved in a chat room conversation that makes you feel uncomfortable or in danger for any reason, what should you do?
Exit the conversation and tell a parent or trusted adult right away so they can report the incident.
What is SPAM and why is it bad?
Spam is unsolicited emails – emails that you don’t want.  They can clog up your inbox, carry viruses to mess up your hard drive, include scams to trick you out of your money, and many are inappropriate for kids.

Give 2 examples of possible consequences of sharing too much personal information over the Internet. 

1. SPAM – unsolicited emails
2. Become a target for an online predator

3. Identity theft – taking your personal information so another person can impersonate you
4. Malware – can track your online surfing, hack into your computer, and deliver many unwanted “pop-ups”
Name two ways you and other students can reduce the risk of being targeted by an online predator.
1. Don’t reveal private information online, including age, gender, full name, address…

2. Choose a gender neutral screen name that doesn’t reveal personal information

3. Tell an adult immediately if anything happens online that makes you feel uncomfortable or frightened.

What should you do with email from someone you don’t know?
Delete it without opening it.

What should you do if someone online asks you to meet him or her in person?
Say no and tell a parent or trusted adult.  If they persist, block them from contacting you again.
List some items you think should be included on your list of Internet Safety Tips
1. Never post or share personal information online.

2. Never share Internet passwords with anyone but your parents.

3. Never agree to meet anyone face-to-face that you only know online.

4. Talk to your parents about what you do online.

5. Never open emails from someone you don’t know, or someone you know is a bully.

6. Don’t respond to cyberbullying or threatening messages.

List some items you think should be included on your list of 
Netiquette Rules

1. Treat others how you would like to be treated.

2. Make a good impression.  Remember that the written word is the only way you can represent yourself online, so spelling and grammar count.  You will be judged by the quality of your writing.

3. Participate in discussions when you have something to share

4. Do not use rude or bad language.  If you wouldn’t say it in person, don’t say it online.

5. Do not erase other people’s work. (i.e. wikis)

6. Communicate clearly – reread your messages before sending because humor isn’t always obvious.  One person’s joke could be another’s devastating insult.  Emoticons can help convey feeling.

7. Do not write in ALL CAPS – it’s the equivalent of shouting.

8. Don’t be a cyberbully

9. Don’t’ respond to rude or threatening messages, leave a conversation if you are uncomfortable

10. Make messages easy to read and understand.

11. Stay relevant and be brief.
12. Limit abbreviations and emoticons – only use when necessary.
13. Don’t flame – incite or provoke arguments by sending rude or offensive messages

14. Don’t send messages when you are angry – what you say online, can stay there forever!

15. Respect other people’s privacy – do not forward personal emails without checking with the original sender first
16. Don’t send spam – junk email or chain letters

17. Don’t break any laws.

18. Don’t make anonymous complaints, or rude comments.

